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1. SUBJECT AND PURPOSE

The present document regulates the activities, requirements, order, competencies and responsibilities in
whistleblowing, in conformity with the Bulgarian legislation and the EU legislation and the performance of
internal inspection by the companies in relation to alerts made in “TELELINK INFRA SERVICES" JSC and
“TELELINK BULGARIA" JSC, city of Sofia (referred to as the “Company”).

The purpose is to:

Inform the whistleblowers about the opportunities they have when alerting illegal/unethical activity,
misuses/unloyal practices and all other information about violations in the company;

Make all the persons feel calm to express their suspicions of violations as early as possible in order
to undertake timely actions by the company;

Provide the whistleblowers with opportunity to get feedback on the alert made by them and the
actions undertaken to this end;

Assure the whistleblowers and the persons that assist them throughout the whistleblowing process
or are related to the whistleblower and are concerned they could be oppressed in response to
whistleblowing that they would be protected against all kinds of repressions, threats, bullying and
other actions if they disclosed the violations in good will and in order to protect the public interest.

2. SCOPE AND AREA OF APPLICATION

The policy should be verified by the Executive director, it was published at the company website -
www.telelinkinfra.com and is mandatory for the employees and contractors of the company, as well as all the
persons covered by the “whistle-blower” category according to the information provided in the present policy.

The policy would be subject to regular review and update at least once in three years or if necessary. In view of
each modification, the whistleblowers would be informed in timely manner.

3. USED TERMS, DEFINITIONS AND ABBREVIATIONS
All the terms and definitions in the policy are in conformity with:

Directive (EU) 2019/1937 of the European Parliament and of the Council of 23 October 2019 on the
protection of persons who report breaches of Union law (the so-called directive on whistleblowing;
Act on Protection of the Persons that are Whistleblowers or Publicly Announce Information about
Violations (APPWPAIV).

“Impacted person/entity” is a physical person or legal entity that is defined when whistleblowing or publicly
announcing information as a person that is alleged of violation or with whom this person is related.

"Persons related to the whistleblower” are third parties that could be subjected to oppressions in work context
such as colleagues or relatives with no limitation of kinship.

"Internal whistleblowing” is oral communication or communication in writing of violations within legal subject in
the private or public sector.

“External violation reporting” is oral communication or communication in writing of violations to the competent
authorities.

"Making alerts on violations"- describes a disclosure by an employee or another person, of alleged violation
within the organization in which he or she works.

4. PROCESS IMPLEMENTATION
4.1. General provisions

Act on Protection of the Persons that are Whistleblowers or Publicly Announce Information about Violations
regulates the process where a particular employee is offered legal protection when he or she provides
information of violations about the organization he or she works in.
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This could be: illegal behavior or status of issues within the organization that is inaccurate according to the
whistleblower or behaviour that is violation of the laws defined in the Act on Protection of the Persons that are
Whistleblowers or Publicly Announce Information about Violations, or other acts of the European Union, or
behaviour that endangers society or financial system.

The alerts on violations should refer to protecting the public interest and could be about misuses, illegal actions,
risk or illegal proceedings that is in prejudice or creates risk of injuring particular persons, the wider public or
environment.

Whether a particular alert is of public interest, in the interest of the company it would be up to the following:

The number of impacted persons;
Nature and impact of the violation;
Who is the violator.

This means the alert should aim at impact that is broader than employee’s personal conflicts with another
employee. Personal complaints related to work do not satisfy the requirements of protection under the Act on
Protection of the Persons that are Whistleblowers or Publicly Announce Information about Violations and are
not considered by this Policy.

A whistleblower through the internal channel has the right to protection as long as there were reasonable
grounds to believe that the information filed in the alert was correct at the time of filing it and that this information
is covered by the scope of article 3 of the Act on Protection of Persons.

4.2 Who could report on violation?

Alerts could be made by employees, contractors and persons that became aware of illegal operations/misuse
and other illegal practice in violation of the Bulgarian legislation or acts of the European Union, made within the
company or by it/its employees/ related parties etc.

Whistleblowers are:

Employees or other persons that work for remuneration in the company irrespective of the work
nature or manner of payment;

Former employees whose labor legal relations was terminated at the time of whistleblowing;

Job applicants;

Contractors under civil agreements or other persons that work without labor legal relation;
Trainees;

Volunteers;

Suppliers;

Co-partners, shareholders, sole owner of the capital, member of management or control body of
commercial company.

A whistleblower could be every person who alerts on violation of which he or she became aware in work context.
"Work context” are present or past work activities within the company business via which irrespective of their
nature the persons receive information about violations.

Additionally, protection is provided to persons related to the whistleblower, such as colleagues or relatives with
no limitation of kinship.

4.3. What one could alert about?

Alert could be submitted for all kinds of violations and illegal practices within the company that the whistleblower
directly or indirectly witnesses, for example:

Data about violations of principles and/or procedures of the company that result in unlawful
practices and violations;
Data about harassment, discrimination or misuse of drugs;
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Data about violations of rules related to protection of privacy, personal life and personal data and
security of network and information systems;

Data about threats for health and/or safety of persons;

Data about environmental damages;

Violations of other statutory obligations;

Unlawful practices and misuses;

Corruption practices, unloyal practices as well as all attempted information concealment about
some of the abovementioned.

The whistleblowers could submit an alert about past and present, and prospective future practices and
violations.

The whistleblowers could submit an alert directly to other bodies, yet we recommend especially when the alert
isabout practices related to our company and business, we are doing to alert us directly. There is no requirement
for the alert to be supported by proof.

44, Order for making alerts
Alerts could be made in writing and orally at the following contact forms:

Email signal@telelinkinfra.com;

Telephone 0882 980 030;

Postal address: 1766 Sofia, Business park Sofia, Building 5, enter B, fl. 4 The abovementioned
contacts are available for the arrangement of personal meeting if necessary.

When you submit an alert - irrespective of the pattern, the whistleblowers should describe in detail the case,
including to define the time and place of the violation, define if possible the names of the persons that withesses
the case or if possible provide additional information related to the case and if possible define all other
information and proof that could be useful when investigating the alert.

No proceeding would be initiated on anonymous alerts.

The acceptance, administration and impartial investigation of alerts would be performed solely by an official
authorized to this end that acts as “"competent person” to perform internal inspection under the legislation for
protection of the persons that alert on irregularities. This official is nominated in Order issued by the Executive
Director.

» Submitting an alert:

The alert in writing would be filed via filling in form verified by the National body for external submission of alerts
(the Personal Data Protection Commission) that contains at least the following data:

Full name, address and telephone of the whistleblower, as well as email if any;

The names of the person against whom the alert is submitted and his or her workplace if the alert is
filed against particular persons and these are known;

Particular data about violation or actual danger for such to be committed, place and period of
committing the violation if such was committed, description of wrongdoing or the circumstances
and other facts as long as the whistleblower is aware of these;

Date of submitting the alert;

Signature, e-signature or other identification of the sender.

The oral alert should be documented via form to be filled in by the official in charge of considering alerts who
suggests the whistleblower to sign it, if he or she wishes so.

In order to register alerts the official in charge of considering alerts uses forms according to the template that
was approved by the Personal Data Protection Commission that contain the abovementioned information about
the alert sender.

We ensure that the internal whistleblowing system is in conformity with the following statutory requirements:
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Is being managed in a way that ensures the completeness, integrity and confidentiality of the
information and hinders unauthorized persons accessing this information;

Provides the opportunity for storage of information recorded on long-term carrier about the needs
for investigating the alert and undertaking further investigations.

4.5.  Right to protection of whistleblowers

The Company ensures that the official in charge of considering the alerts and all the other persons who access
the alerts are limited; these have been especially trained to this end and have legal undertakings to keep data
confidentiality and privacy of the case they witnessed. The persons impacted by the alert have the right to fair
attitude during the internal inspection. This includes unbiased and objective evaluation of the particular facts,
prohibition of discrimination and personal data protection the way it is foreseen in the enforceable provisions.

4.6.  Internal inspection on alerts

The internal inspection on alerts is performed under the Methodological guidelines Ne 1 on acceptance,
registration and consideration of alerts that were received by the obliged subjects under the Act on Protection
of the Persons that are Whistleblowers or Publicly Announce Information about Violations, passed by resolution
of the Personal Data Protection Commission under protocol Ne 28/27.07.2023)

The inspection on received alert starts on the day following the one when the alert was received.

On the grounds of the received information from the internal inspection, we define whether a particular alert is
serious and is to be submitted to the competent authorities.

In the case the facts outlined in the alert are confirmed the employee in charge of considering alerts:

a) arranges for undertaking subsequent actions in relation to the alert and to this end could request the
cooperation of other persons or divisions within the structure of the particular obliged subject;

b) suggests undertaking particular measures in order to suspend or prevent the violation in the cases in which
such was found or there is imminent risk of committing it;

c) refers the whistleblower to the competent authorities when his or her rights are impacted;

d) refers the alert to the body for external alert submission if necessary to undertake actions, and the
whistleblower is to be informed about forwarding in advance; in the case the alert was filed against whistle-
blower’'s employer, the official in charge of considering the alert refers the person to simultaneously alerting the
body for external submission of alerts.

If the whistleblower has the desire to be informed on the progress of the case and the investigation results, the
latter should get in touch with the Official in charge of considering alerts and define a preferred contact channel.

If the alert is not in conformity with the requirements, the whistleblower receives a communication on
eliminating the irregularities in 7-days’' term as of receiving the alert. Should he or she not eliminate the
irregularities within this term, the alert together with the appendices to it is returned to the whistleblower. After
initiating the inspection, the official authorized to consider the alert decides on whether a violation was
committed the way it is defined in the legislation on protection of the persons alerting on violations.

He or she could request for the collaboration of every person to whom the alert is related or company employees
that could assist in the investigation. Each and every alert should be checked in terms of its authenticity. No
alerts would be considered if these are not within the scope of this act and whose contents does not give
grounds to be accepted as authentic.

Alerts that contain obviously false or misleading claims about facts should be returned with guideline to the
sender to correct the claims and the liability he or she bears for accusation.

Each and every information that results from the inspection remains confidential. All the created files and notes
would be part of the file maintained by the competent persons during the investigation.
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The information from the inspection would be maintained for at least three years as of the reception date.

Should the whistleblower consider that at some time during the investigation he or she is subject to recourse as
aresult of his/her alert, he/she should inform the employee in charge of the internal investigation of the alert.

Additionally, the person could inform directly other public authorities and organizations should he or she feel
uncertain of the investigation.

4.7. Conclusions and evaluation of the internal inspection.

The conclusions of the internal inspection are to be described in a file that is kept in the file of the submitted
alert. The file of the alert could be accessed only by the Official in charge of considering alerts under Act on
Protection of the Persons that are Whistleblowers or Publicly Announce Information about Violations.

The whistleblower would be informed about the conclusion of the external inspection in 30-days period as of
receiving the alert. This term could be extended in complicated cases up to 30 days but not more than twice.
The whistleblower would be informed about each and every notification term extension. The official in charge of
considering alerts provides the impacted person with all the gathered proof and the opportunity to objectin 7-
days' term in while respecting the protection of the whistleblower.

On the grounds of the received alert and the proposals of the official in charge of considering the alert, we would
undertake the necessary actions to suspend the violation or prevent it if it has not started.

4.8. Termination of the internal inspection
The inspection in relation to the alert would be terminated in the following cases:

a) if the violation for which the alert was submitted is a minor case that does not necessitate undertaking
additional subsequent actions; the closure neither impacts other obligations or enforceable procedures in
relation to the violation for which the alert was submitted nor the protection under this act in terms of internal or
external submission of alerts;

b) on repetitive alert that does not contain new information of essence for violation in view of which aninspection
was finalized unless new legal or factual circumstances do not give grounds for undertaking subsequent actions;

c) if data are found about committed crime; the alert and the materials to it are to be immediately sent to
prosecutor's office.

In the cases in which the inspection was terminated on the grounds of letters “a” and "b”, the whistleblower could
submit an alert to the National body for external submission of alerts - Personal Data Protection Commission.

4.9.  Register of alerts:

The Company maintains Register of alerts on violations that is not public under article 18 of the Act on Protection
of the Persons that are Whistleblowers or Publicly Announce Information about Violations.

The register is maintained on tangible carrier by the Official in charge of considering alerts. The register contains
information about:

The person who accepted the alert;

The date of submitting the alert;

The impacted person if such information is contained in the alert;

Summarized data about the alleged violation as well as place and period of committing the violation,
description of the wrongdoing and other circumstances in which it was committed;

Relation of the filed alert to other alerts after it is established while processing the alert;
Information that was provided as feedback to the person who filed the alert and the date of its
presentation;

The undertaken subsequent actions;

Results from checking the alert;

Period of storing the alert.
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Own incoming number in the document turnover information system of the detained subject or
other analogous registration number;
Unique identification number.

The information entered in the register would be stored in a manner that ensures its confidentiality and security.

The alerts and the materials attached to these including the subsequent documentation related to considering
these would be kept by the obliged subject under article 12, paragraph 1 of the act for a term of 5 years after
finalizing the consideration of the alert by it, except for initiated penal, civil, labour and/or administrative
proceedings in relation to the filed alert.

The register could be accessed only by:

the official in charge of considering alerts;
the Personal Data Protection Commission.

4.10. External channels for submitting alerts

Alerts on violations could be submitted to the attention of the National body for external submission of alerts -
the Personal Data Protection Commission: //www.cpdp.bg/, Address: Sofia 1592, 2, “Professor Tsvetan Lazarov”

Boul., email: kzld@cpdp.bg.

5. APPENDICES

. Consent for identity disclosure;
Form for alert registration when submitting information about violations under the Act on Protection
of the Persons that are Whistleblowers or Publicly Announce Information about Violations;
Register of alerts under the Act on Protection of the Persons that are Whistleblowers or Publicly
Announce Information about Violations.
Methodological guidelines Ne 1 on acceptance, registration and consideration of alerts that were
received by the obliged subjects under the Act on Protection of the Persons that are Whistleblowers
or Publicly Announce Information about Violations
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